Installation

A

Je vous invite a télécharger I'ISO de PfSense sur le site :https://www.pfsense.org/download/

PfSense peut étre installé sur une machine physique ou sur une machine virtuelle.
Pour ma part, il sera installé sur VWMware ESXi 6.5.
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Ne pas configurer de Vlan

Introduire le nom de l'interface réseau

Presser « Enter »

Enter « Y »
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Sélectionner I'option 2 pour configurer I'adresse IP

Je sélectionne I'option DHCP pour attribuer une IP

Introduire « Y »

Et voila

A présent, nous allons pouvoir passer via I'interface Web de management de PfSense via http://<IP>
Pour Configurer PfSense et installer les packages nécessaires au fonctionnement du proxy.
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Le login/password et admin/pfsense
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Login to pfSense
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WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup /

e

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the loge image at the top of the screen

domlorsad

pfsense® is p

and maintained by Netg;

View license.

pfSense

Metgate.

« Next »
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WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Netgate® Global Support is available 24/7 (%]
Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly, from
branch office to enterprise — on premises to cloud.

We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companies
around the world choose Netgate support because:

« Support is available 24 hours a day, seven days a week, including holidays

= Support engineers are located around the world, ensuring that no support call is missed

= Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience
with networking.

> Next|

« Next »
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WARNING: The ‘admir

unt pas efault value. Change

Wizard / pfSense Setup / General Information [7]

General Information

On this screen the general pfSense parameters will be set

Hostname Hoxy
Domain home.local

The default behavior of the DNS Resalver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 192.168.1.1

Secondary DNS Server

Override DNS
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WARNING: The ‘admir’ account password is set 1o the default value. Chang word in the User Manage

Wizard / pfSense Setup / Time Server Information @

L swp3ofs ]
Time Server Information

Please enter the time, date and time zone

Time server hostname 2 pfsense.pool.ntp.org

Timezone Europe/Brussels v

Netgate.

i @ -

pptplocalsubnet 32 s

PPTP Remote IP
Address

PPTP Dial on Enable Dial-On-Demand mode
demand T 2 the

PPTP Idle timeout

RFC1918 Networks

Block RFC1918 Block private networks from entering via WAN
Private Networks A " traffic f

Block bogon networks

Block bogon [J Block non-Internet routed networks from entering via WAN
networks

« Next »
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WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Set Admin WebGUI Password e

Step 6 of 9

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebBUI and also SSH services if enabled.

Admin Password

Admin Password
AGAIN

Netgate.

Flisense

Wizard / pfSense Setup / Reload configuration (2]

Step 7 of 9

Reload configuration

Click 'Reload’ to reload pfSense with new changes.

Netgate

Cliquer sur « Reload »
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Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is
one of the most important things you can do to maintain the security of your network

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this
short survey (all answers are anonymous)

Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

= To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum

= Subscribe to our newsletter for ongoing product information, software announcements and special offers.

pfSense Netgate. View license.

Cliquer sur « Finish »
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« Accept »
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« Close »

Status/ [

System Info)

Name
User

System

BIOS

Version

CPU Type

Hardware
crypto
Kernel PTI

MDS Mitigation

Thank you!

Advanced
Cert. Manager
General Setup

cal Database)

High Avail. Sync
Logout (admin)

Package Manager

Routing |

Setup Wizard 3e9476afad913855
Update slogies LTD

User Manager 122018

2.5.2-RELEASE (amd64)
built on Fri Jul 02 15:33:00 EDT 2021
FreeBSD 12.2-STABLE

The s
Version information updated at Sat Oct 16 17:42:30

CEST 2021 &

m is on the latest versi

Intel(R) Xeon(R) CPU ES540 @ 2.53GHz
2 CPUs: 2 package(s) x 1 core(s)
AES-NI CPU Crypto: No

QAT Crypto: No

Enabled

Inactive

Sélectionner le « Package Manager »

a moment

Close

+ e
Netgate Services And Support 0

Contract type

Community Support

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your pfSense gateway firewall appliance from
Nelgate and elected Community Support at the point of sale or
installed pfSense on your own hardware, you have access to
various community support resources. This includes the NETGATE
RESOURCE LIBRARY.

You also may upgrade to a Nelgate Global Technical Assistance
Center (TAC) Support subscription. We're always on! Our team is
staffed 24x7x365 and committed to delivering enterprise-class,
worldwide support at a price point that is more than competitive
when compared to others in our space.

« Upgrade Your Support « Community Support Resources

« Official pfSense Training by

Netgate Global S tFA
+ Metgate Global Suppor Q Netgate

« Netgate Professional

Visit Netgate.com
Services g ¥
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flisense

System / Package Manager / Available Packages (2]

Installed Packages  Available Packages
Search term squid Both v

Name Version Description

Lightsquid 3.0.6_8 LightSquid is a high performance web proxy reporting tool. Includes proxy realtime statistics (SQStat) m
Requires Squid package.

Package Dependencies:

" z

squid .4 High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of m
acting as a HTTP / HTTPS reverse proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering

and antivirus integration via C-ICAP.

Package Dependencies:

& squidclamav-7.1 @ squid_radius_auth-1.1( @ squid-4.15 @ ap-modules-0.5.5
squidGuard 1.16.18_20 High performance web proxy URL filter.
Package Dependencies:
squidguard-1.4_15 nse-pkg-squid-0.4.45_5

Dans « Available Packageé ». rechercher Ies'packages liés a Squid

M ® 2 @ N &

Flisense

System / Package Manager / Package Installer (2]

Installed Packages  Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-squid.

Netgate

pf e
Procéder a l'installation des pacakges
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System / Package Manager / Package Installer (2]

Please wait while the installation of pfSense-pkg-squid completes.
This may take several minutes. Do not leave or refresh the page!

Installed Packages  Available Packages  Package Installer

c1 Han - Y T IP13El5E]
pfSense-pkg-squid: 8.4.45 5 [pfSense]
squid: 4.15 [pfSense]

squid_radius auth: 1.18 [pfSense]
squidclamav: 7.1 [pfSense]

unzoo: 4.4 2 [pfSense]

Mumber of packages to be installed: 14

require 24 MiB more space.
oaded.

The process w
6 MiB to be d

[1/14] Fetching pfSense-pkg-squid-©.4.45 5.txz: done
[2/14] Fetching squidclamav-7.1.txz: ...... .. done
[3/14] Fetching c-icap-90.5.8,2.tXZ: .......... done
Fetching cyrus-sasl-2.1.27_1.txz: ..... .... done
Fetching brotli-1.6.9,1.txz: ........ |

System / Package Manager / Package Installer (2]

pfSense-pkg-squid installation successfully completed

Installed Packages  Available Packages Package Installer
—

ckage Installation
IdRE SUTe [0 CNeck yo! 1 ag
file /usr/local/etc/squid/squid.conf.sample.

configuratior

conf.documented is a fully annotated

fusr/local/etc/squid/sq
configuration file you can consult for further reference.

Additionally, you should check your configuration by calling
squid -f /path/to/squid.conf -k parse' before starting Squid.

Message from pfSense-pkg-squid-0.4.45 5:

Please visit Services - Squid Proxy Server menu to con ure the package and enable the proxy.
>>> Cleaning up cache... done.

Success
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System / Package Manager/ Package Installer (2]

Installed Packages  Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-squidGuard.

|\I Cmﬁlm|

Et voila...
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