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Introduction

Un serveur mandataire ou proxy (de I'anglais) est un serveur informatique qui a pour fonction de relayer des
requétes entre un poste client et un serveur. Les serveurs mandataires sont notamment utilisés pour assurer les
fonctions suivantes :

mémoire cache ;

la journalisation des requétes (« logging ») ;
la sécurité du réseau local ;

le filtrage et 'anonymat.

L'utilité des serveurs mandataires est importante, notamment dans le cadre de la sécurisation des systemes
d’information.
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Ce tuto va vous permettre de créer un proxy avec filtrage et logging.
Nous allons utiliser PfSense comme base de travail.
A l'installation de base, nous allons ajouter les packages :

e Squid
e SquidGuard
e LightSquid
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Un proxy Open Source avec PfSense
7/ ]
Prerequis

Une machine x86 physique ou virtuelle avec une interface réseau
un serveur DNS

un serveur DHCP

un firewall
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Installation

7

Je vous invite a télécharger I'ISO de PfSense sur le site :https://www.pfsense.org/download/

PfSense peut étre installé sur une machine physique ou sur une machine virtuelle.
Pour ma part, il sera installé sur VWMware ESXi 6.5.
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Sélectionner « Reboot »
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Ne pas configurer de Vlan

Introduire le nom de l'interface réseau

Presser « Enter »

Enter « Y »
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Sélectionner I'option 2 pour configurer I'adresse IP

Je sélectionne I'option DHCP pour attribuer une IP

Introduire « Y »

Et voila

A présent, nous allons pouvoir passer via I'interface Web de management de PfSense via http://<IP>
Pour Configurer PfSense et installer les packages nécessaires au fonctionnement du proxy.
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SIGN IN

Le login/password et admin/pfsense
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Login to pfSense

@ n &

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup /

e

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the loge image at the top of the screen

domlorsad

pfsense® is p

and maintained by Netg;

View license.

pfSense

Metgate.

« Next »
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WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Netgate® Global Support is available 24/7 (%]
Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly, from
branch office to enterprise — on premises to cloud.

We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companies
around the world choose Netgate support because:

« Support is available 24 hours a day, seven days a week, including holidays

= Support engineers are located around the world, ensuring that no support call is missed

= Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience
with networking.

> Next|

« Next »

o
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WARNING: The ‘admir

unt pas efault value. Change

Wizard / pfSense Setup / General Information [7]

General Information

On this screen the general pfSense parameters will be set

Hostname Hoxy
Domain home.local

The default behavior of the DNS Resalver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 192.168.1.1

Secondary DNS Server

Override DNS
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WARNING: The ‘admir’ account password is set 1o the default value. Chang word in the User Manage

Wizard / pfSense Setup / Time Server Information @

L swp3ofs ]
Time Server Information

Please enter the time, date and time zone

Time server hostname 2 pfsense.pool.ntp.org

Timezone Europe/Brussels v

Netgate.

i @ -

pptplocalsubnet 32 s

PPTP Remote IP
Address

PPTP Dial on Enable Dial-On-Demand mode
demand T 2 the

PPTP Idle timeout

RFC1918 Networks

Block RFC1918 Block private networks from entering via WAN
Private Networks A " traffic f

Block bogon networks

Block bogon [J Block non-Internet routed networks from entering via WAN
networks

« Next »
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WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Set Admin WebGUI Password e

Step 6 of 9

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebBUI and also SSH services if enabled.

Admin Password

Admin Password
AGAIN

Netgate.

Flisense

Wizard / pfSense Setup / Reload configuration (2]

Step 7 of 9

Reload configuration

Click 'Reload’ to reload pfSense with new changes.

Netgate

Cliquer sur « Reload »
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Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is
one of the most important things you can do to maintain the security of your network

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this
short survey (all answers are anonymous)

Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

= To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum

= Subscribe to our newsletter for ongoing product information, software announcements and special offers.

pfSense Netgate. View license.

Cliquer sur « Finish »

[Eni

nd distribu

aU.s. embarg

a

« Accept »
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« Close »

Status/ [

System Info)

Name
User

System

BIOS

Version

CPU Type

Hardware
crypto
Kernel PTI

MDS Mitigation

Thank you!

Advanced
Cert. Manager
General Setup

cal Database)

High Avail. Sync
Logout (admin)

Package Manager

Routing |

Setup Wizard 3e9476afad913855
Update slogies LTD

User Manager 122018

2.5.2-RELEASE (amd64)
built on Fri Jul 02 15:33:00 EDT 2021
FreeBSD 12.2-STABLE

The s
Version information updated at Sat Oct 16 17:42:30

CEST 2021 &

m is on the latest versi

Intel(R) Xeon(R) CPU ES540 @ 2.53GHz
2 CPUs: 2 package(s) x 1 core(s)
AES-NI CPU Crypto: No

QAT Crypto: No

Enabled

Inactive

Sélectionner le « Package Manager »

a moment

Close

+ e
Netgate Services And Support 0

Contract type

Community Support

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your pfSense gateway firewall appliance from
Nelgate and elected Community Support at the point of sale or
installed pfSense on your own hardware, you have access to
various community support resources. This includes the NETGATE
RESOURCE LIBRARY.

You also may upgrade to a Nelgate Global Technical Assistance
Center (TAC) Support subscription. We're always on! Our team is
staffed 24x7x365 and committed to delivering enterprise-class,
worldwide support at a price point that is more than competitive
when compared to others in our space.

« Upgrade Your Support « Community Support Resources

« Official pfSense Training by

Netgate Global S tFA
+ Metgate Global Suppor Q Netgate

« Netgate Professional

Visit Netgate.com
Services g ¥
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flisense

System / Package Manager / Available Packages (2]

Installed Packages  Available Packages
Search term squid Both v

Name Version Description

Lightsquid 3.0.6_8 LightSquid is a high performance web proxy reporting tool. Includes proxy realtime statistics (SQStat) m
Requires Squid package.

Package Dependencies:

" z

squid .4 High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of m
acting as a HTTP / HTTPS reverse proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering

and antivirus integration via C-ICAP.

Package Dependencies:

& squidclamav-7.1 @ squid_radius_auth-1.1( @ squid-4.15 @ ap-modules-0.5.5
squidGuard 1.16.18_20 High performance web proxy URL filter.
Package Dependencies:
squidguard-1.4_15 nse-pkg-squid-0.4.45_5

Dans « Available Packageé ». rechercher Ies'packages liés a Squid

M ® 2 @ N &

Flisense

System / Package Manager / Package Installer (2]

Installed Packages  Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-squid.

Netgate

pf e
Procéder a l'installation des pacakges
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isense

System / Package Manager / Package Installer (2]

Please wait while the installation of pfSense-pkg-squid completes.
This may take several minutes. Do not leave or refresh the page!

Installed Packages  Available Packages  Package Installer

c1 Han - Y T IP13El5E]
pfSense-pkg-squid: 8.4.45 5 [pfSense]
squid: 4.15 [pfSense]

squid_radius auth: 1.18 [pfSense]
squidclamav: 7.1 [pfSense]

unzoo: 4.4 2 [pfSense]

Mumber of packages to be installed: 14

require 24 MiB more space.
oaded.

The process w
6 MiB to be d

[1/14] Fetching pfSense-pkg-squid-©.4.45 5.txz: done
[2/14] Fetching squidclamav-7.1.txz: ...... .. done
[3/14] Fetching c-icap-90.5.8,2.tXZ: .......... done
Fetching cyrus-sasl-2.1.27_1.txz: ..... .... done
Fetching brotli-1.6.9,1.txz: ........ |

System / Package Manager / Package Installer (2]

pfSense-pkg-squid installation successfully completed

Installed Packages  Available Packages Package Installer
—

ckage Installation
IdRE SUTe [0 CNeck yo! 1 ag
file /usr/local/etc/squid/squid.conf.sample.

configuratior

conf.documented is a fully annotated

fusr/local/etc/squid/sq
configuration file you can consult for further reference.

Additionally, you should check your configuration by calling
squid -f /path/to/squid.conf -k parse' before starting Squid.

Message from pfSense-pkg-squid-0.4.45 5:

Please visit Services - Squid Proxy Server menu to con ure the package and enable the proxy.
>>> Cleaning up cache... done.

Success
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System / Package Manager/ Package Installer (2]

Installed Packages  Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-squidGuard.

| Cmﬁlm|

Netgate

Et voila...
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Un proxy Open Source avec PfSense

Configuration de Squid

C @

Flisense

i @ ® 2 # @ Q

System / Package Manager / Pack

pfSense-pkg-Lightsquid installation successfully compl

Installed Packages  Available Packages Package Ins

Package Installation

more L1RELY 10 Nave UnresoLved 1L55UEs5, not
the future. To volunteer to maintain this
https://bugs.freebsd.org/bugzilla

More information about port maintainership

https://www.freebsd.org/doc/en/articles/co

Message from pfSense-pkg-Lightsquid-3.0.6

Please

visit Sta Squid Proxy Reports -
>>> Cleaning up cache... done.
Success

Sélectionner « Squid Proxy Server »

Auto Config Backup
Captive Portal

DHCP Relay

DHCP Server
DHCPv6 Relay
DHCPv6 Server & RA
DNS Forwarder

DNS Resolver

e
LS. - .. . - % - N . u

Dynamic DNS
IGMP Proxy

I DE removea 1rn
NTP issue at:

PPPoOE Server
SNMP

Squid Proxy Server
Squid Reverse Proxy ibuting.html#maintain-port
SquidGuard Proxy Filter

Wake-on-LAN

Settings and read the configuration and usage instructions.

Memory Cache Size 64

Maximum Object 256
Size in RAM " R
Objects greater tha
Memory Heap GDSF
Replacement Policy

e m

cosF @

1 Tral je nd Negative
the memory cache. Default: 256 (KB)
etermine pac eded. Default: heap

namic and Update Content

Cache Dynamic

Content

With dynamic cache er

Custom
refresh_patterns

Enter custom refresh_patterns f

[ Select to enable caching of dynamic content.

tter dvnamic cache usage

Note: These refresh_patterns will only be included if ‘Cache Dynamic Content is enabled

= pfS

Faire un « Save » dans I'option « LocalCache » pour I'initialiser

N e

View lice
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isense

Package / Proxy Server: General Settings / General

General

Squid General Settings

Enable Squid Proxy

Keep Settings/Data

Listen IP Version

CARP Status VIP

Proxy Interface(s)

Outgoing Network

Remote Cache

i @O ® - H @

O=nwEe

Local Cache Antivirus ACLs Traffic Mgmt  Authentication Users Real Time Status Sync

Check to enable the Squid proxy.

Important: If unchecked, ALL Squid services will be disabled and stopped.

If enabled, the settings, logs, cache, AV defs and other data will be preserved across package reinstalls.

Important: If disabled, all settings and data will be wiped on package uninstall/reinstall/upgrade.

IPva

Squid will use to select a

the HA MASTER/BACKUP status
startec M R status

Important: Don't forget to generate Local Cache on the secondary node and configure XMLRPC Sync for the settings
sync!omzation

loopback

bind to. Use CTRL + click to select multiple interfaces

Default (auto) v

Cocher « Check to enable the Squid proxy »

Logging Settings

Enable Access
Logging

Lﬂg Store Directol ¥

Rotate Logs

Log Pages Denied
by SquidGuard

Headers Handling, Language and Other Customizations

Visible Hostname

Administrator's
Email

Error Language

X-Forwarded Header
Mode

Coocher « This will enable the access log »

E
setValidBefore)
Sets CN property (setCommonName)

oxy_cert_adapt d

ective documentation and Mimic origin erver certificate wiki article for deta

This will enable the access lo
‘Warning: Do NOT enable if available disk space is low.

/var/squid/logs

e. Default: /var/squid/logs

s disabled if left empty

Makes it possible for SquidGuard denied log to be included on Squid logs.

Click Inf o

ailed instructions

localhost

s is the hostname to be displayed in proxy T erfor mi age
admin@localhost

s is the ema ayed in er

(on)

et « Save »
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Configuration de SquidGuard

SquiGuard est un « add-on » pour Squid qui va vous permeetre d'effectuer du filtrage basé sur des blacklists/whitelists.

J'utilise la blacklist de L'Université de Toulouse.
https://dsi.ut-capitole.fr/blacklists

i @O ® - H @

Hisense

Auto Config Backup

Package / Proxy Server: General Se  captive Portal Co=uE@
DHCP Relay
General Remote Cache Local Cache Antivirus / DHCP Server ntication Users Real Time Status Sync
— DHCPV6 Relay

DNS Forwarder

Enable Squid Proxy Check to enable the Squid pr
Important: If unchecked, ALL St DNS Resolver and stopped
Dynamic DNS
Keep Settings/Data If enabled, the settings, logs, b 1 will be preserved across package reinstalls.
TOXY : 3
Important: If disabled, all settin iackage uninstall/reinstall/upgrade.
NTP
Listen IP Version IPv4 PPPOE Server
Sele € Squid w SNMP ept lient connectior
CARP Status VIP none Squid Proxy Server
Squid Reverse Proxy be stoppec s in BACKUP status, an

SquidGuard Proxy Filter

Important: Don't forget to gener

dary node and configure XMLRPC Sync for the settings

syncronization. Wake-on-LAN
Proxy Interface(s) WAN
loopback
The interface(s) the proxy server will bind to. Use CTRL + click to select multiple interfaces
Outgoing Network Default (auto) o

Sélectionner « SquiGuard Proxy Filter »

o 1 L I 60

Hisense

Package / Proxy filter SquidGuard: General settings / General settings (2]

General settings Common ACL  Groups ACL  Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Enable Check this option to enable squidGuard.

Important: Please set st ol at :
The Save button at the om of t configurat
ate squidGuard configuration changes, the Apply button must be clicked.

up at

To a
7 Apply

LDAP Options

Enable LDAP Filter Enabile options for setup Idap connection to create filters with Idap search

LDAP DN

LDAP DN Password

word must be initialize with letters (Ex

LDAP Cache Time 0 o

Numt cache LDAP lts (recommended value: 300)

Cocher « Check this option to enable squidGuard »
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Enable GUI log Check this option to log the access to the Proxy Filter GUI.

Enable log [0 Check this option to log the proxy filter settings like blocked websites in Common ACL, Group ACL and Target
Categories. This option is usually used to check the filter settings.

Enable log rotation ] Check this option to rotate the logs every day. This is recommended if you enable any kind of logging to limit file size and

do not run out of disk space.

Miscellaneous

Clean Advertising [ Check this option to display a blank gif image instead of the default block page. With this option the user gets a cleaner

webpage.
Blacklist options
Blacklist Check this option to enable blacklist

Blacklist proxy

Blacklist URL fr/pub/reseau/cache/squidguard_contrib/blacklists.tar.gz

list.t here. Y

C @ C 72.16.1.153 L i @D ® 2 H @ QR

Hisense

Package / SquidGuard / Blacklists Co=wEe

General settings Common ACL  Groups ACL  Target categories Times Rewrites Blacklist Log XMLRPC Sync

Blacklist Update

Blacklist download progress

0% hp:ﬂf[p.ut-capnoie fr/pub/reseau/cache/squidguard_contrib/blacklists tar.gz

Enter FTP or HTTP path to the blacklist archive here.

© Blacklist update Log

Begin blacklist update

Start download

Download archive ftp://ftp.ut-capitole.fr/pub/reseau/cache
/squidguard contrib/blacklists.tar.gz

Effectuer le download de la blacklist
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’_'ﬂsense

Package / Proxy filter SquidGuard: Common Access Control List (ACL)/ Common ACL @

General settings Common ACL  Groups ACL  Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Target Rules

Target Rules List @ @

ACCESS: 'whitelist' - always pass; 'deny’ - block; ‘allow’ - pass, if not blocked.

[blk_blacklists_ads] access| — v
[blk_blacklists_aggressive] access| — v
[blk_blacklists_associations_religieuses] access| — v
[blk_blacklists_audio-video] access| — v
[bik_blacklists_bitcoin] access v
[blk_blacklists_celebrity] access| — v

Sélectionner les catégories que vous désirez filtrer

access| —
[blk_blacklists_t ur]

[blk_blacklists_vpn] access| —

[blk_blacklists_webmiail] access| — v

allow ~

Do not allow IP- [J To make sure that people do not bypass the URL filter by simply using the IP-Addresses instead of the FQDN you can
Addresses in URL check this option. This option has no effect on the whitelist.

Proxy Denied Error
The first part of the error message displayed to clients when access was denied. Defaults to "Request denied by
Sglproduct_name] proxy”

Redirect mode int error page (enter emor message) v

Select redirect mode here.
Note: if you use ‘transparent proxy’, then 'int' redirect mode will not accessible.
Options:ext url err page , ext url redirect, ext url as 'move’, ext url as ‘found'.

Redirect info

Enter external redirection URL, error message or size (bytes) here

Use SafeSearch [ Enable the protected mode of search engines to limit access to mature content.
Attention, le « all » est en deny par défaut, ce qui filtre tous les sites
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Addresses in URL check this option. This option has no effect on the whitelist

Proxy Denied Error

The firs of T

o its when access was denied. Defaults to "Request denied by
$glproduct_name] proxy

Redirect mode int error page (enter error message) v

Redirect info

Use SafeSearch
engine

r Ecosia
Rewrite safesearch i
Enter the rewrite condition name f s rule or leave it blank
Log [0 Check this option to enable logging for this ACL.

Flisense

Package / Proxy filter SquidGuard: General settings / General settings o

General settings Common ACL  Groups ACL  Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Enable Check this option to enable squidGuard.
Important: Please set up at least one categ efore enabling. See this link for details.
The Save button at the bottom of thi be clicked to save configuration changes

JuidGuare

configuration changes, the Apply button must be clicked.

LDAP Options

Enable LDAP Filter [ Enable options for setup Idap connection to create filters with Idap search

LDAP DN

(ex: en=Administrator,cn=Users,dc

LDAP DN Password

(Ex: Change123),

LDAP Cache Time 0

Number of seconds to cache LDAP Results (recomm ended value: 30

Ne pas oublier de cliquer sur « Save » pour valider la configuration

Configuration de LightSquid

LightSquid va vous permettre de faire du reporting sur les acces Squid.
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Package / Proxy Server: General Settings / Generz

General Remote Cache Local Cache Antivius ACLs Traffic Mgmt

Squid General Settings

Enable Squid Proxy [ Check to enable the Squid proxy.

Important: If unchecked, ALL Squid services will be dis

Keep Settings/Data [ If enabled, the settings, logs, cache, AV defs and oth
Important: If disabled, all settings and data will be wip:
Listen IP Version 1Pvd

Select the IP versic addresses

Squid will use to se

CARP Status VIP none

termir

& HA MASTER/BACKUF
ted in MAS status

Important: Don't forget to generate Local Cache on the

syncronization.

WAN
loopback

Proxy Interface(s)

The interfa

5) the proxy server w

Outgoing Network Default (auto)

Sélectionner « Squid Proxy Reports »

7445

Port the

Lightsquid Web Port

Lightsquid Web SSL [ Use SSL for Lightsquid Web Access

admin

Lightsquid Web
User

ame used to

s lighttpd. (Default: admin)

Lightsquid Web
Password

(Default: pfsense)

l

Password used to access lig

Links ‘

Report Template Settings |

Language French

eport lang
Report Template Base
Select report template.
Bar Color Orange

Select bar color

ill bind to. Use CTRL + click to select multiple interfaces.

web server for Lightsquid will listen on. (Default: 7445)

ption configures the Lightsquid web server to use SSL and uses the WebG

w |

Captive Portal

CARP (failover) C@® = (2] |
Dashboard it
DHCP Leases Real Time Status Sync

DHCPVG Leases

Filter Reload
Gateways
Interfaces
cross package reinstalls
IPsec
install/upgrade
Monitoring
NTP
OpenVPN
Queues
Services 3e chosen VIP is in BACKUP stz

Squid Proxy Raporis gure XMLRPC Syne for the settings
System Logs

Traffic Graph

HTTPS certificate 1

Reporting Settings and Scheduler

IP Resolve Method

v
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Reporting Settings and Scheduler

IP Resolve Method

Skip URL(s)

Refresh Scheduler

Manual Refresh

DNS v

in the order liste Ps to hostnames

which method(s) s
ick Info f

s. (Default: DNS 0

none v

be executed e

very XX m
ed values

st hardware (+) F

Use these buttons to start a background refresh of the Lightsquid reports.
W|II (re)parse today’s entries only in Squid's current access.log

will (re)parse all entries in all Squid's access logs, including the rotated ones. This may take a long time to

finish

Package / Squid / Realtime Stats (SQStat) (7}

Squid RealTime stat 1.20 for the proxy server squid/4.15 (127.0.0.1:3128).

Auto refresh: |3

URIL
Total:
192.168.1.64

sec. | Update | Stop | Created at: 10:35:31 16/16/2021

Curr. Speed Avg. Speed Size Time
1 users and 31 connections @ 88.09/58.29 KB/s (CURR/AVG)

om:443 0.99 KB/s SKb 65
54.86 KB/s 28.64 KB/s 171 Kb s

0.04 KBfs 1.05 KB/s 7 Kb 7s
0.40 KB/s 2 Kb 7s
0.85KB/s 5Kb 7s

3.27 KBYfs 2.44 KBfs 17 Kb 7s

0.14KBfs 1Kb Ts
0.74 KB/s S Kb Bs
0.04 KB/s 0.82 KBfs 7 Kb 95
0.16 KB/s 1Kb 95
0.26 KBfs 2 Kb 95
0.37 KB/s 0.93 KB/s B Kb 9s
0.56 KB/fs SKb 9s
0.45KB/s 4 Kb 9s

7.29 KBfs 3.24 KBfs 29 Kb 9s
0.42KB/s 3 Kb 9s
0.15KB/s 1Kb 95

0.29 KB/s 2 Kb 9s
0.67 KB/s 5 Kb 9s
0.36 KB/s 3 Kb 9s
0.63 KB/s S Kb 95

14.30 KBfs 5.57 KB/s 50 Kb 9s
Squid rapport d'acces utilisateur
Periode de travail: Oct 2021
Calendar Top Sites| Total |Groupe
2021 ANNEE |ANNEE IANNEE
01]o2[03]o4]o5[06[07[o8Jos[10[11[12 MOIS |MOIS k| MOIS
Date Groupe Utilisateurs Quota Dépassé Octets Moyenne Hit %
16 Oct 2021 arp 2 0 1.7M 907 131 0.00%
Total/Moyenne: 2 0 1.7 M 907 131 0.00%

LightSquid v1.8 (c) Sergey Erokhin AKA ESL



https://www.marcleroi.be/wp-content/uploads/2021/10/Screenshot-2021-10-16-223449.png
https://www.marcleroi.be/wp-content/uploads/2021/10/Screenshot-2021-10-16-223534.png
https://www.marcleroi.be/wp-content/uploads/2021/10/Screenshot-2021-10-16-223607.png

Configuration manuelle du proxy

Les écrans ci-dessous sont propres a Linux
Vous avez 2 possibilités:

e La configuration manuelle du proxy

Network

¥ Wi-Fi

& Home VPN
Manual
Wi-Fi P2P
172.16.1.153

== Network proxy

172.16.1.153

localhost, 127.0.0.0/8, ::1

e par I'ajout de I'URL du serveur WEB hébergeant votre fichier de configuration
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Un proxy Open Source avec PfSense

Configuration automatique du

Proxy
Fichier PAC et WPAD

Introduction

Pour déployer automatiquement I'adresse de votre proxy, nous allons créer un un fichier proxy.pac.

Extrait de Wikipédia
https://fr.wikipedia.org/wiki/Fichier .PAC

Le navigateur va chercher ce fichier PAC en priorité. Les URL qu’il contient peuvent étre configurées manuellement, ou

déterminées automatiquement par le WPAD (Web Proxy Autodiscovery Protocol (en)d).

Un fichier PAC contient unefonction en JavaScript appelée « FindProxyForURL(url, host) ». Cettefonction retourne une
chaine de caractéres avec une ou plusieurs spécifications (regles) sur la facon d’y accéder. Ces régles amenent le
navigateur web a utiliser un serveur proxy particulier ou a se connecter directement.

Prérequis

Un fichier proxy.pac doit étre déployer a travers un serveur web.
Perso, j'utilise un serveur Apache.
Voici un lien pour vous aider a installer un serveur Apache sous Ubuntu :

Pour I’extension .pac soit prise en charge par votre serveur Web Apache, il faut ajout un fichier .htaccess contenant :

AddType application/x-ns-proxy-autoconfig .pac

Dans le répertoire contenant votre fichier proxy.pac

Créez, également, un symbolic link wpad.dat vers votre fichier proxy.pac. Exemple:

In -s /var/www/html/proxy.pac /var/www/html/wpad.dat

Exemple de fichier proxy.pac

function FindProxyForURL(url, host)

{

//Les adresses privées n'utilisent pas le proxy

if (isinNet(host, "192.168.0.0", "255.255.0.0")) {
return "DIRECT";

if (isinNet(host, "10.0.0.0", "255.0.0.0")) {
return "DIRECT";

// les urls suffixées domain.local n'utilisent pas le proxy
if (shExpMatch(url, "*.domain.local//*"))

return "DIRECT";

} else {

/] définition du proxy pour I'http et I'https

if (shExpMatch(url, "http:*"))

return "PROXY 172.16.1.153:3128";

if (shExpMatch(url, "https:*"))

return "PROXY 172.16.1.153:3128";

return "DIRECT";

¥

¥

Propagation via DNS

Remarque: La propagation de la configuration wpad/pac via DNS/DHCP n’est valable que pour des machines
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https://fr.wikipedia.org/w/index.php?title=Web_Proxy_Autodiscovery_Protocol&action=edit&redlink=1
https://en.wikipedia.org/wiki/Web_Proxy_Autodiscovery_Protocol
https://fr.wikipedia.org/wiki/Fichier_.PAC#cite_note-1
https://fr.wikipedia.org/wiki/Fonction_informatique
https://fr.wikipedia.org/wiki/JavaScript
https://fr.wikipedia.org/wiki/Fonction_informatique
https://fr.wikipedia.org/wiki/Cha%25C3%25AEne_de_caract%25C3%25A8res
https://fr.wikipedia.org/wiki/Navigateur_web
https://fr.wikipedia.org/wiki/Proxy
https://www.digitalocean.com/community/tutorials/how-to-install-the-apache-web-server-on-ubuntu-20-04-quickstart-fr

Windows.

Pour propager votre configuration proxy via un serveur DNS.
Vous devez créer une entrée wpad soit un A pointant vers I'lP du serveur web hébergeant le fichier wpad/pac ou un
CNAME pointant vers le FQDN du serveur web hébergeant le fichier wpad/pac.

wpad.mle. IN A 172.16.1.1
ou

wpad.mle. IN CNAME pacserver.mle.

Propagation par DHCP
La propagation par DHCP de la configuration WPAD est principalement supporté par Windows.

Vous devez configurer I'option 252 qui pointera vers I'URL de votre fichier wpad.dat. Exemple :
http://pacserver.mle/wpad.dat
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